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Cybersecurity Risk Assessment Tool

1. Go to Security Risk Assessment Tool | HealthIT.gov and download the SRA Tool.

2. Install the Risk Assessment Tool on your computer.

3. Run the program and answer the questions for the likelihood and the Impact of a

Cybersecurity event.
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Security Risk Assessment Tool

The Health Insurance Portability and Accountabili Security Rule requires that covered

heir healthcare crganization. & risk

entities and its business associates conduct a risk assessment o

assessmient helps your organization ensure it is compliant with HIPAA's administr physical, and

technical safeguards. Arisk assessment also helps reveal areas where your arganization's protectad
health information [PHI) could be at risk. To learn more about the assessment process and how it

benefits your arganization, visit the Office for Civil Rights' official guidance.
What is the Security Risk Assessment Tool (SRA Tool)?

The Office of the National Coordinator for Health Infarmation Technology (ONC), in collaberation
with the HHS Office fer Civil Rights (OCR), developed a downloadable Security Risk Assessment [SRA)

Tool to help guide you through the process. The tool is designed to help healthcare providers

conduct a security risk assessment as required by the HIPAA Security Rule and the Centers for

Medicare and Medicaid Service (CMS) Electranic Health Record (EHR) Incentive Program.

Download Version 3.2 of the SRA Tool [.msi - 94 MB]

All information entered into the SRA Tool is stored local

o the users' computer or tablet. HHS does

not receive, collect, view, store or trans y infermation entered in the SR& Teol. The results of

the assessment are displa

d in a report which can be used to determine risks in policies, processes
and systems and metheds to mitigate weaknesses are provided as the user is performing the
assessment. The target audience of this tool is medium and small providers; thus, use of this tool
may not be appropriate for larger erganizations.

SRA Tool Update

Best Practices



https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool

